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Abstract. In this paper we introduce the correlation matriz of a Boolean
mapping, a useful concept in demonstrating and proving properties of
Hoolean functions and mappings |t & argned that correlation matrices
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Invariant subspaces and nonlinear invariants
[Leander et al., 2011]
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K is a weak key



Invariant subspaces and nonlinear invariants

[Todo et al., 2016]
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Three problems

1. Improve understanding (theory)
2. Invariants which are not invariant under the round function

3. Attacks based on invariants that work for all round constants
cf. [Beierle et al., 2017]



Representing the state
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Representing the state
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Operations on the state
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Operations on the state

—OO—
I
O—HA—=HO
I
O—HOO
—OO0O

OO
OO

—OO—

—OO—

coco
—
oo o

OoO—HO O
—OO0 O



Operations on the state
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Operations on the state
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Eigenvectors of correlation matrices




Eigenvectors of correlation matrices

CEx pl=X[P

The invariants of a block cipher Ex are the eigenvectors of CEx.




Rank one states in Midori-64

Midori-64 state

c R2* ~ (R24)®16

X1 | X5 | X9 | X13
X2 | X6 | X10 | X14
X3 | X7 | X11 | X15
X4 | X8 | X12 | X16

Independence:

16
p(x1, X2, .., xa6) = [ [ pixi)
i=1

Equivalently:

16 16
p= ® pi or p= ®5i
i=1 i=1
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Overview of Midori-64

Ko+ K1 Ko Ki Ko Ko + Ki
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Overview of Midori-64

Ko+ K1 Ko Ki Ko Ko + Ki

%
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Key addition

Correlation matrix for addition of K = (ki, kg, ...

 kn) € F2:
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Boxed mappings

/ 51 - CS/I51

X1 | X5 | X9 | X13
X2 | X6 | X10 | X14
X3 | X7 | X11 | X15
X4 | X8 | X12 | X16

®}£13ai =CcM [®}£13Pi

~

/

CG — <C5)®16
CSﬁ — (CM)®4
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Three problems

1. Improve understanding (theory)
eigenvectors of correlation matrices

2. Invariants which are not invariant under the round function

3. Attacks based on invariants that work for all round constants
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Invariants in the intersection of eigenspaces

> We want to solve
CEvy =\v
» To simplify things, let's assume v = w®16
» Require invariance under G, 2 and key addition:

(C5)®16 W®16 _ )\1 W®16

(CM)®4 W®16 = Ay W®16

CK,'+'7,' W®16 — )\3 W®16

— Invariants from [Guo et al., 2016, Todo et al., 2016].
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Somewhat more general invariants

Cou=v

CcM &4 — u®4, cM,@4 — 04
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Somewhat more general invariants

Cou=v

CcM &4 — u®4, cM,@4 — 04

Most important solution: (Perfect linear approximation)

u=(0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0) "
v = (0,0,0,0,0,0,0,0,0,0,—1,—1,0,0,1,—-1) " /2
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Midori-64 round constants

0001
0111
1010
0110
0001
1101
0000
0000
1001
0100

Midori-64

0101
1000
0100
0010
0000
0001
0010
1011
0100
0000

1011
1100
0011
0001
0100
0111
0110
1100
1000
1011

0011
0000
0101
0011
1111
0000
0110
1100
0001
1000

— 264 weak keys

17



Midori-64 round constants

0001
0111
1010
0110
0001
1101
0000
0000
1001
0100

Midori-64

0101
1000
0100
0010
0000
0001
0010
1011
0100
0000

1011
1100
0011
0001
0100
0111
0110
1100
1000
1011

0011
0000
0101
0011
1111
0000
0110
1100
0001
1000

— 264 weak keys

“Almost”

0008
0888
8080
0880
0008
8808
0000
0000
8008
0800

0808
8000
0800
0080
0000
0008
0080
8088
0800
0000

Midori-64

8088
8800
0088
0008
0800
0888
0880
8800
8000
8088

0088
0000
0808
0088
8888
0000
0880
8800
0008
8000

— 29602 weak keys
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Midori-64 round constants

0001
0111
1010
0110
0001
1101
0000
0000
1001
0100

Midori-64

0101
1000
0100
0010
0000
0001
0010
1011
0100
0000

1011
1100
0011
0001
0100
0111
0110
1100
1000
1011

0011
0000
0101
0011
1111
0000
0110
1100
0001
1000

— 264 weak keys

“Almost”

082a
Olcc
0280
a374
0a80
6182
8028
410d
0aal
0a64

2888
510f
880a
8d6a
822a
5031
a888
5161
a088
cbcf

Midori-64

028a
2b77
a22a
dde7
80a2
bded
Oaa2
db17
0088
ee81

0a80
349a
8a2a
62eb
0a82
0c0d
a202
8b17
2a22
14a4

— 2% weak keys
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Three problems

1. Improve understanding (theory)
eigenvectors of correlation matrices

2. Invariants which are not invariant under the round function
real-world example: modified Midori-64

3. Attacks based on invariants that work for all round constants
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Attacks on Midori-64 and MANTIS

» Independent of the round constants

» 10 rounds of Midori-64

> 2% (out of 2'2%) weak keys
> ~ 1.25-22! chosen plaintexts

» MANTIS-4

> 232 (out of 2%) weak tweaks
P> ~ 640 chosen plaintexts
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Attacks on Midori-64 and MANTIS

» Independent of the round constants

» 10 rounds of Midori-64

> 2% (out of 2'2%) weak keys
> ~ 1.25-22! chosen plaintexts

» MANTIS-4

> 232 (out of 2%) weak tweaks
P> ~ 640 chosen plaintexts

» Both attacks: 2°6 block cipher calls, but

» 40 + 32 bits of the key almost for free
> Guess the remaining 56 bits (no optimizations)
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Attack on 10 rounds of Midori-64

f(x) = Z}El fi(X4i—3, Xai—2, Xai—1, Xa)
with f; balanced

g(x) =200 gilxaios, - -y xai)
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Attack on 10 rounds of Midori-64

f(x) = 2,121 fi(Xai—3, X4i—2, Xai—1, Xaj)
with f; balanced

77
/////

Integral property g(x) 2}21 gi(Xai—3, .y Xai)
T Iy
AllC|C|C AlAIAA Zf(x):()
ClAC|C AlAIAA x€Ts
CIC[AC| " [AlA[A[A =~ Y g=0
C|C|C|A, AlAIAA x€Ex(Th)
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Attack on 10 rounds of Midori-64

f(x) = 2,121 fi(Xai—3, X4i—2, Xai—1, Xaj)
with f; balanced

Il 12
AlC[C[C ATATATAL S i
ClAy C|C AlATATA x€T,
4>
c|c|C Au AlAIA|lA XEEK(Il)
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Conclusions

1. Improve understanding (theory)
eigenvectors of correlation matrices

2. Invariants which are not invariant under the round function
real-world example: modified Midori-64

3. Attacks based on invariants that work for all round constants
attacks on 10 rounds of Midori-64 and on MANTIS-4

More to explore:
> ‘“statistical variant” (part of my master’s thesis)
» complex eigenvalues / partitioning

» improving the attacks

& https://homes.esat.kuleuven.be/~tbeyne/
& tim.beyne@student.kuleuven.be
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