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h Leakage depends on the key! h



P“SHIE“] Only Computation Leaks

* Micali, Reyzin. Physically Observable Cryptography (TCC 2004)

* Key assumption: only computation leaks information

Computation divided in sub-computations [, [, ..., [,

memory

computation @
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P“SHIEln Only Computation Leaks

* Micali, Reyzin. Physically Observable Cryptography (TCC 2004)

* Key assumption: only computation leaks information

Computation divided in sub-computations [, [, ..., [,
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PQSHIEln Noisy Leakage Model

Prouff, Rivain. Masking against Side-Channel Attacks: A Formal Security Proof (Eurocrypt 2013)

f is a non-deterministic function: f(x) = f(x,randomness)

Informally: An observation f(X) introduces a bounded bias ¢ in the distribution of X

Statistical distance: A(X; (X|f(X)) < 6 = fis 6-noisy

Capture any noisy leakage distribution (single parameterd)

no information O S 5 S 1 full information
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I"ISI'IIEI.D Implementation Transformation

[x] [v] ]
X
—
[x] : encoding (&) :  multiplication gadget
[B) : addition gadget R| : refresh gadget
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[x] : encoding (&) :  multiplication gadget

[x] Ly] [z]

[B) : addition gadget R| : refresh gadget

1. Minimal circuit complexity
Goal:

2. Constant leakage rate
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Leakage Rate

Leakage rate: #leaked information / circuit complexity

Importance of leakage rate (example from Andrychowicz et al. Circuit Compilers with O(1/log n)

Leakage Rage. EC 16)

Circuit 1

Size: 1k gates

Tolerate leakage: 10 wires

Leakage rate: 1% of the wires

Circuit 2

* Size: 1M gates

* Tolerate leakage: 100 wires

* Leakage rate: 0.01% of the wires



P“SHIEln Classical Approach

* Encoding: [x] = (x;, Xy, ..., X;) St x = Zd:xl.
Addition gadget I:/:I:Itiplication gadget Refresh gadget
[x] [y] [x] [y] [x]
&) \[®]/ R
2] =| [x + ] 2] =| [x - y] [z] = [x]

aiby aib, a\b, aby a;b, ® a,b, a,b; ® asb, a\by (a\b, @ ry,) @ ab; (a;b;® ry3) @ azb,
© ISW-mult: [ayb; ayb, axbs| —| 0 a,b, arbs @ azby | > | 112 asb, (b3 @ 1p3) @ azb,
a3b1 a3b2 a3b3 0 0 a3b3 }"1’3 }"2’3 a3b3



"“SHIE[D Limitations

- Complexity: O(d?)

* Leakage rate: O(1/d)

/albl albg c e albd\

asb1  agbs

\ad.bl CLd.bQ - ad.bd)

each share is manipulated d times
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IlllSI'IIEI,Il Our Results

* Asymptotic comparison of secure schemes in the noisy leakage model.

B ERENETS
Complexity blow- 2 ~ 2
o) ow) o
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PQSHIEln Random Probing Model
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* The leakage function f is such that

(x;,¥;) with probability e
f(xi7 i) = . .pe
1 with probability 1 — e
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P“SHIE[D Random Probing to Noisy Leakage Security

* Duc, Dziembowski, Faust. Unifying Leakage Models: from Probing Attacks to Noisy Leakage (Eurocrypt
2014)

* Key lemma

Every 6-noisy function f can be written as
JC)=feq()

where @is an e-random probing function with € = ©(9)

- e-random probing security = d-noisy leakage security with 6 = O(¢)

13



PIISHIH.D Our Encoding

* Avariable a € Fis randomly encoded as

d—1
Enc,(a) = (ay, ay, ...,a,; ;) where Z a;-w'=a
i=0

* w is random in [F* but can be leaked to the adversary

* Encoding linearity
Enc(a) + Enc(b) = Enc(a + b)

14



P“SHIEln Multiplying Encodings

Goal: Compute Enc(a - b) from Enc(a) and Enc(b)

« Consider
d-1 _ d—1 '
P(X)= ) a;-X'and P,(X) = ) b;- X’
i=0 i=0

By definition P, (w) =aand P,(w) = b

Define 2d-1 .
P(X)=P,X)-P(X)= ) ;-X
i=0

We have P(w) =a - bbutdeg(P)=2d—1>d—1

15



P“SHIEln Multiplying Encodings

* Compression procedure:

2d—1

a-b=P(w)= Z t- o'
i=0
d-1 _
a-b=P(w)= ch--a)’
i=0

Wlth Ci == tl+td+l ()

* Enc(a - b) = (cy, s -1 Cy_y)

16



P“SHIE[B Number Theoretic Transform (NTT)

* Compute P(X) =P, (X) - P,(X)in O(d logd)

* Evaluate P_ and P, in 2d points a, f3, ...,y

(0% o' ... ad!) aq (P ()

AR L Ll I I B VXV

_ a .
\]/O }/1 Yd 1) -1 \Pa(}’))
* Get the corresponding evaluations
P(a) =P (a)- Py a),...

* Integrate the coefficients of P, from the 2d evaluations
(multiplication by the inverse matrix)

17



p“SHIEln Number Theoretic Transform (NTT)

* Takes points a, 3, ...,y as the 2d-th roots of unity

« Each matrix multiplication computed as a butterfly network

Butter fly Networ k

Aeel 1) 77 et ——> Agtw ) Atwy)
Acee (1) =i Ace (w)) | Aetwy) | Aw)
Acoe(!) == Aoe(w)[ ™ Ae(wyi') - Awg)
Pore 1= A (0! 1 up DN Ag(w) | A
Ay (1) 77 feotw) —| Aou) Aw)
Aveo (1) E=wit— Aeo (W) ' Ao“".;) A (wf)
Am(l)ﬂ Aoo (w) 45 Ao (w)) A (wf)
Aoso (1) (e = Ay, ()2 02 N () Aw])

* (log2d)steps of d butterfly operations = O(d logd)

* Constraint: 2d-th roots of unity € [

18



P“SHIEI.B Random Probing Security

* Consider the NTT:

(@0 @' a2 (ap) [Pu)

AR Ll I I N VRV

CARE AT Ay ANV A O ()

« e¢-random probing model

» t = O(ed logd) intermediate variables leak
)

a
* Leakage: M - ,1 for some (¢ X d) matrix M
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P“SHIH.D Random Probing Security

Recall: a=(@"ol,.. . 0. (ag, ay, ...,ad_l)T
Lemma 1:
dg
a
M - :1 revealsinfoona < (0% 0!,..., 0% ") e (M)
ag—1
Lemma 2:
Ift <d,Pl(0°, 0, ...,0 ") € (M)] <d/|F|
Conditions:

»t<dandt =edlogd & e€=0(1/logd)
vdl|F| <274 & |p|=logd+A

20



P“SHIE[B Arithmetic Program Compiler

* Copy gadget: (ay,ay...,a,;_;) < refresh(agy, ay, ...,a;_,)

° Addition gadget: (cg Cy-.->Cy_1) < refresh(ag+ by, a; + by, ...,a;_1 + b, )

* Multiplication gadget: (o> 1.+ Cy_y) < refresh(NTTMult((agy, ay, ....a,_1), (bg, by, ..., b _1))
where NTTMult is composed of five steps:
(I/lo, I/ll, ...,I/lZd_l) <« NTTé‘(ao, al, ...,ad_l,o,...,())
(ro, I’l, ceey 7‘2d_1) NTTé‘(b(), bl’ ceey bd_l,o,. . .,O)

(80> S1s -+ 894-1)
(to, tl’ ey t2d—1)
(CorCps s Cy_y)

Qd) M ug - rgsuy - 1y ety Tag_y)
NTTC—I(S(), Sl’ ceey s2d—1)

T

compress(Zy, ty, ---strg_1)
21



P“SHIEln Refresh Procedure

* 1. Sample a random w-encoding (ry, 7y, ..., 7;_1) < Enc,(0)

2.5et g/ =a;+r;fori=0tod -1

* Sampling encodings of O:
1. Pick d — 1 random values u,, uy, ..., u,;_, over F

2. Output (rl-)f:_o1 = NTTMult((uy, uy, ..., u;_»,0), (€y, €1, ..., €4_1))

» Used to ensure an encoding is not used in more than 2 gadgets

22
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p“SHIEln Composition

* Key properties

* uniformity | el (S Gt

« |/O separability

x’\ leakage \,! l l x'\ leakage \,!
. e . ,
It Refresh Refresh <y
I// \\\‘/’ \\\AI// \\
' leakage ! ' leakage !
. , . ,

encoding encoding

* DDF14 reduction:

/I%
\I%

e-random probing security = §-noisy leakage security e hemmnne Gt

with 6 = O(e) = O(1/logd)

o

{\ leakage \,l l

. e

, RN

) leakage | l
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IlllSI'IIEI,Il Conclusion

* New circuit compiler secure in the noisy leakage model with

B ERENETS
Complexity blow- 2 ~ 2
o) ow) o

* Shamir secret sharing + NTT
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Thank you!

Questions?
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