Signatures with Flexible Public Key: Introducing
Equivalence Classes for Public Keys
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This Talk . | CISPA

= New primitive! Signatures with Flexible Public Key
= Applications to

e sub-linear size Ring Signhatures from falsifiable assumptions without
trusted setup

o efficient standard model Group Sighatures in combination with SPS-EQ
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Ring Signatures [Rivest-Shamir-Tauman, 2001] ... CISPA
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Ring Signatures [Rivest-Shamir-Tauman, 2001]

Ring A,
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Ring Signatures [Rivest-Shamir-Tauman, 2001] ... CISPA

R

- vk

o < Sign(sk; m, R)
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Ring Signatures [Rivest-Shamir-Tauman, 2001] ... CISPA

R

- vk

o < Sign(sk; m, R)

accept/reject « Verify(o, m, R)




Ring Sighatures: Unforgeability [Bender-Katz-Morselli, 2006]
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Ring Signatures: Unforgeability [Bender-Katz-Morselli, 2006] . CISPA
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Ring Signatures: Unforgeability [Bender-Katz-Morselli, 2006] .. |CISPA

Signing Oracle

el o TET

o wins if k m*. 6*’| 2>I<|

accept « Verify(c™, m*, £*)

Corruption Oracle

only honest keys in £*
(m*, A*) never queried




Ring Signatures: Anonymity [Bender-Katz-Morselli, 2006]
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Ring Signatures: Anonymity [Bender-Katz-Morselli, 2006] .. |CISPA
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Signing Oracle

o < Sign(sk; m, R) ( ﬂ

Challenge Oracle
b <« {0,1}

o* @i ... j@y] o* < Sign(ski,m, %)




Ring Signatures: Anonymity [Bender-Katz-Morselli, 2006] ... |CISPA

Signing Oracle
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Ring Signatures: Anonymity [Bender-Katz-Morselli, 2006] ... |CISPA

Signing Oracle

SO el A
\_

o/ wins if b

Challenge Oracle
b <« {0,1}

o* @i ... j@y] o* < Sign(ski,m, %)




Ring Signatures: Desiderata ... CISPA

» Standard Model security, falsifiable assumptions, no ROM
= Small sighatures for efficiency
= No form of trusted setup!
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Ring Signatures: Generic Approach ... CISPA
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Ring Signatures: Generic Approach ... CISPA
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Ring Signatures: [Malavolta-Schroder, 2017] . CISPA
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Ring Signatures: [Malavolta-Schroder, 2017] ... CISPA

sk| — X . RerandSK(skj r)
o, « X.Sign(skdm||R)

2. Sighature Scheme with Rerandomizable Keys
[Fleischhacker-Krupp-Malavolta-Simkin-S-Schroder, 2016]
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Ring Signatures: [Malavolta-Schroder, 2017]

sk — X . RerandSK(skj r) - (@:
o, « X.Sign(skdm||R) P TIOVE

c = (ki o,

2. Sighature Scheme with Rerandomizable Keys
[Fleischhacker-Krupp-Malavolta-Simkin-S-Schroder, 2016]

I1: tailored NIZK-PoK with shared setup

DES
AAAAAAAAAA



Ring Signatures: [Malavolta-Schroder, 2017]

sk — X . RerandSK(skj r) - (@:
o, « X.Sign(skdm||R) P TIOVE

c = (ki o,

2. Sighature Scheme with Rerandomizable Keys
[Fleischhacker-Krupp-Malavolta-Simkin-S-Schroder, 2016]

I1: tailored NIZK-PoK with shared setup

*No Setup
*Security under g-Strong DH assumption + Linear-KEA (GGM)
-O(n) signature size




Signatures with Flexible Public Key (SFPK)
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Signatures with Flexible Public Key (SFPK) ... CISPA

(skiwk) — KeyGen(1%)
o < Sign(sk, m)
2P Verify(kl o, m)

reject




Signatures with Flexible Public Key (SFPK) ... CISPA

| «— ChangeRepVK(uk, r)
(skiwk) — KeyGen(1%) vk’ — SEREP ’
sk/| — ChangeRepSK(sk, )
o < Sign(sk, m)

2P Verify(kl o, m) VK~ vk

reject




Signatures with Flexible Public Key (SFPK) ... CISPA

| «— ChangeRepVK(uk, r)
(skiwk) — KeyGen(1%) vk’ — SEREP ’
sk/| — ChangeRepSK(sk, )
o < Sign(sk, m)

2P Verify(kl o, m) VK~ vk

reject

(zsk, wk) — TKeyGen(1%)
"« CheckRep(alukl vk)




Signatures with Flexible Public Key (SFPK) ... CISPA

(ww) - KeyGen(l’l) M(— ChangeRepVKM, l”)
| sk/| — ChangeRepSK(sk, )
o < Sign(sk, m)

<  Verify (ki o, m) i~ e

reject

Example Vk, vk € Gf

(z)sk, wk) — TKeyGen(1%)
"« CheckRep(alukl vk)

vk ~ vk' it there is r € Z*
(Vki,...vky) = (vky, ...vk,)




SFPK: Unforgeability ... CISPA
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SFPK: Unforgeability ..|/CISPA

(zllskl k) — TKeyGen(1%)
| (7, Vk)
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SFPK: Unforgeability ..|/CISPA

(@liskl k) — TKeyGen(1%)

| (@ k)
m, r
sk'|— ChangeRepSK(sk, r)
o o < Sign(skl m)
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SFPK: Unforgeability ..|/CISPA

(zllskl k) — TKeyGen(1%)
| (7, Vk)

m, r
sk'|— ChangeRepSK(sk, r)
o o < Sign(skl m)
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SFPK: Unforgeability ..|/CISPA

(zllskl k) — TKeyGen(1%)

sk'|<— ChangeRepSK(sk, )
o — Sign(skd m)
a wins if

accept « Verify(vk™, o*, m*)

m* never queried

yes <« CheckRep(z, vk, vk*)
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SFPK: Class-Hiding . |CISPA
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SFPK: Class-Hiding . |CISPA

(skoswky) — KeyGen(1%;@y)
(skyluky) — KeyGen(1%j@y) 2 < 10.1)

vk! < ChangeRepPK(vk;, r)
sk'| < ChangeRepSK(sk;, r)
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SFPK: Class-Hiding . |CISPA

WW « KeyGen(1%;[@y)
« KeyGen(1%j@y) 0 < 101

ﬁ<— ChangeRepPK(w r)
sk'| < ChangeRepSK(sk;, r)

| (VK', gy @)
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SFPK: Class-Hiding . |CISPA

WW « KeyGen(1%;[@y)
« KeyGen(1%j@y) 0 < 101

ﬁ<— ChangeRepPK(w r)
sk'| < ChangeRepSK(sk;, r)
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SFPK: Class-Hiding . |CISPA

(skoswky) — KeyGen(1%;@y)
(skylvky) < KeyGen(1%jy) 0 < 101}

vk! < ChangeRepPK(vk;, r)
sk'| < ChangeRepSK(sk;, r)
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SFPK: Class-Hiding . |CISPA

(skoswky) — KeyGen(1%;@y)

(skylvky) < KeyGen(1%jy) 0 < 101}

of WIns if
vk! < ChangeRepPK(vk;, DI i
sk'| < ChangeRepSK(sk;, r) b=>5»

- o < Sign(sk) m)
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Instantiation . _CISPA
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skl= (v,X) € Z,x G, = 7, G,
i: (A9 B? C9 D,t .= e(Xy, gz), KPHF) & (]341]' X GT X G/11+1
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Instantiation CISPA
ski= (v.X) € Z, X G, e  7Z,xG,

» Unforgeable under DLIN assumption and security of PHF
(e.g. CDH)

- Class Hiding under DDH assumption in G1
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Ring Signatures: [Malavolta-Schroder, 2017]

sk — X . RerandSK(skj r) - (@:
o, « X.Sign(skdm||R) P TIOVE

c = (ki o,

2. Sighature Scheme with Rerandomizable Keys
[Fleischhacker-Krupp-Malavolta-Simkin-S-Schroder, 2016]

I1: tailored NIZK-PoK with shared setup

*No Setup
*Security under g-Strong DH assumption + Linear-KEA (GGM)
-O(n) signature size




Ring Signatures: Our Construction ... CISPA
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Ring Signatures: Our Construction ... CISPA

<— 2. ChangeRepSK(@ r)
0,, — Z.Signm\ | R)

3. Signature Scheme with Flexible Public Keys

DES
AAAAAAAAAA



Ring Signatures: Our Construction ... CISPA

sk/| — X . ChangeRepSK (sk; ) (wz Y. . ChangeRepVK(uk, r)
| w < Il.Prove
6, < X.Sign(sklm|| %) vkljin %

o = (ki o,,, )

3. Signature Scheme with Flexible Public Keys
[1: perfectly sound NIWI [Groth-Ostrovsky-Sahai, 2006]
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Ring Signatures: Our Construction ... CISPA

sk/| — X . ChangeRepSK (sk; ) (&ﬂ: Y. . ChangeRepVK(uk, r)
| w < Il.Prove
0m<—Z.S|gan§$?) vkin &%

c = (uk, o, )

3. Signature Scheme with Flexible Public Keys
[1: perfectly sound NIWI [Groth-Ostrovsky-Sahai, 2006]

* No need to extract randomizer from SFPK in unforgeability proof!
» Perfectly sound NIWI without Setup + square root technique
[Chandran-Groth-Sahai, 2007]
= O(Vn) size Ring Signatures without Setup from Standard
assumptions!




Group Signatures [Bellare-Micciancio-Warinschi, 2003] . _CISPA

Group@

sky o ska

Anonymity
M M M » Signature hides

signer identity

Traceability

O <— S|gnww m) * Opening cannot be

evaded or subverted

accept/reject « Verify(gpk, o, m)




Group Signatures: Our construction ... CISPA

i

Setup :

vk, vk’ € GY
Zflex- SFPK | |
vk ~ vk’ If there is r Z;f

ZEQ: SPS'EQ (Vk{,...vky) = (Vki, ...vk))

[Fuchsbauer-Gay, 2018]
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Group Signatures: Our construction . _CISPA
(msk|gpklO]) — =gp . KeyGen(1%)

For i € [n] : (osklill ski pk) < .. - TKeyGen(1%)
M(— (ZSPS . Sign(w,W), ey 2gpg - Sign(w, W)

Setup :

vk, vk € G°
., OFPK
'flex ' i
| vk ~ vk'if there is r € Z*
ZEQ SPS'EQ (Vk{,...vky) = (Vki, ...vk))

[Fuchsbauer-Gay, 2018]
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Group Signatures: Our construction ... CISPA

(msk]gpklO]) — Zps . KeyGen(1%)

Setup :
For i € [n] : (osklil, iski pk) — =, . TKeyGen(1%)
(@PKLL]. ..o gPKIAD)| — (Zgps - Sign(msk. pky). - ... Zgps - Sign(pusk. pk) )
Sign :
sk| — Y, .ChangeRepSK(sk, r
Ok = %y, ChangeRepSK@h ) 5 ChangeRep(gakill i o,
Om < z“flex ' Slgn(& WL)
_ /
O — (W» Gma Gvk’)
k,vk' € G
X e SFPK s
vk ~ vk'if there is r € Z*
ZEQ: SPS-EQ (Vk{, ...vk}) = (Vk{, ...vk})
[Fuchsbaugr-Gay, 2018]
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Group Signatures: Our construction . _CISPA
Setup : (msk,gpklO]) — pg. KeyGen(1%)
For i € [n] : (osklil| ski pk) < =, . TKeyGen(1%)
(@PKLL]. ..o gPKIAD)| — (Zgps - Sign(msk. pky). - ... Zgps - Sign(pusk. pk) )

sk/ — > .ChangeRepSK(ski r
- ‘flex geRep (@ ) 6/, — ZEQ.ChangeRepw,w o

O < Loy - S1GN(SKY m)
—_— / )
O — (w? Uma Gvk’
_ vk, vk’ € GY

Zfrex- SFPK e . DDH + co-Flex-DH = 206G+ + 5Ga
ZEQ: SPS-EQ (Vk{,...vkl) = (Vki, ...vk)) ’ GGM = DH 9G 2G
[Fuchsbauer-Gay, 2018] e L . + CO-Flex- = 91 + 2G>
WH??HW pEs. o [Fuchsbauer-Hanser-Slamanig, 2014]
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Signatures with flexible public keys:

= short ring signatures from weak assumptions without setup
= short group signatures because of compatibility with SPS-EQ
= generic privacy preserving building block

Thanks!

ia.cr/2018/191

jonas.schneider@cispa-helmholtz.de
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